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concerns (e.g. contractors at Amazon, Google and Microsoft listening to conversations of customers using their conversational assistants1 ). Plausible examples exist specific to the domain of health
search as well. First, a user may visit a search result containing
incorrect treatment information, thus resulting in a harmful health
decision and negative outcome. Second, due to the collection of
online behavioral data, including queries and web pages visited,
the user may be served an advertisement for an ineffective medical
treatment. Therefore, identifying features and strategies that may
help individuals more safely search the Internet while reducing
privacy impacts and misinformation are of a paramount interest.
Trade-offs exist between the costs of search (e.g. time) and the
information gained in the search process [5, 6, 39]. Thus, any strategies suggested to better protect one’s own privacy or exposure to
misinformation in the search process should be low-cost to the
individual; ideally such strategies are easy, simple and fast to use.

ABSTRACT
Loss of privacy and encounters with misinformation are two challenges individuals are likely to encounter in their search for information on the web. These challenges have potential negative impacts,
especially in search domains such as health search. Existing information retrieval (IR) systems offer users little (if any) guidance as
to how to reduce the likelihood of such negative impacts. The sum
of these problems provides motivation for experiments to identify
elements of existing IR environments that might provide low-cost
options to the user for improved search outcomes.
An online user study (N = 90) was performed allowing users
to visit search results for 10 medical search tasks adapted from
previous research. Analysis was performed on all search results
visited in the experiment, with a total of 523 unique web pages
collectively visited, with additional analysis performed on a set
of 10,000 popular websites. The analysis suggests that the best
strategy for users with the goal of protecting their privacy and
simultaneously finding more accurate information for their medical
search tasks, is to visit websites with .org and .gov in the URL. There
is some evidence that HTTP is a useful predictor as well. Existing
literature is limited with respect to utilization of these features and
thus the findings, along with the annotations, are a key contribution
for future research, for which possible directions are provided.

1.1

Exposure to misinformation2 is rooted in multiple factors, including algorithmic biases [1, 12, 37, 50], web page bias (due to author/editor) [37], multiple user biases [29, 52] including pre-conceived beliefs [3], trust in search system ranking [28, 37, 40] and
source bias (e.g. reading your news from one website) [27]. Biases
and behaviors increase the likelihood of IR system users finding
inaccurate or entirely incorrect information [56, 57], with the potential for negative search outcomes (e.g. harm to personal health)
[40, 58].
Personal privacy threats and potential harms exist due to collection of our personal data and online behavior [7, 26, 50, 55], a
potential cost of using IR systems (e.g. Google) that allow us to gain
information quickly [64]. Another explanation to loss of personal
privacy is that individuals place more or less value on privacy [10],
of which an individual’s attitudes towards privacy do not necessarily match their behaviors to protect privacy [45, 62]. Such behavior
is partially explained by an individual’s lack of awareness of how
their data is used [13] and the cost (e.g. time) of setting up privacy
tools and application privacy settings. 3rd party tracking (e.g. via
cookies and embedded scripts) is just one method of data collection
having many privacy risks [15, 16, 30, 35, 61], for which many tools
exist to block them (e.g. Ghostery and Privacy Badger)3 . Medical
and health information is considered to be sensitive information,
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Misinformation and Privacy

INTRODUCTION

Internet users search for information in an environment with many
risks and uncertainties. Well publicized examples include misinformation campaigns by Cambridge Analytica [9], along with privacy
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1 https://fortune.com/2019/08/08/gogole-amazon-microsoft-listen-conversation-siri/
2 Note

to the reader. "Misinformation" is a subjective term in and of itself. For the
purpose of the current research, the assumption that "misinformation is created unintentionally" [42] is used, and we define "misinformation" as information that is
"incorrect" as it relates to an individual’s information need. Additionally, we define
"low / high quality information" as information that is "incorrect / correct".
3 See https://www.ghostery.com/ and https://www.eff.org/privacybadger
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multiple features within existing (and complex) search environments have yet to be investigated; features which are potentially
invaluable for producing "simple decision strategies" [23] that may
decrease uncertainty about the information encountered during
everyday search tasks [31], such as results in a ranked list on your
favorite search engine. Such features might allow for individuals
to improve adaptation to complex environments [20, 31], such as
modern IR systems.
This motivates our experiments outlined in the sections below
which aim to identify potentially ‘easy-to-use’ rules of thumb in
modern search engines. Rules of thumb that not only are useful for
multiple approaches, including Nudging, Boosting and automated
methods such as learning to rank [33], but also may provide strategies to finding information that is not only relevant but also more
likely to be correct and simultaneously better protects our privacy.

and laws such as the Health Insurance Portability and Accountability Act in the USA are enacted to protect one’s own privacy. Yet in
the environment of Internet search, we are heavily exposed to loss
of health privacy [41]. Motivations for the collection of personal
data (at the cost of personal privacy) include an improved user experience [48] and advertising revenue [51, 53, 64], with the potential
to produce additional negative side effects including filter-bubbles
and censorship [50, 51].

1.2

Potential Solutions to the Concerns

Approaches to address misinformation and bias (e.g. [1]) as well as
privacy (e.g. [2]) are shown to be effective on evaluation test sets,
but do not take into consideration the user. While such studies are
likely useful in addressing privacy and misinformation in search,
there is no direct understanding of user interactions with these
approaches [1, 2], but interactions are a principal component of IR
[11]. Furthermore, these methods are not transparent to the user and
offer no control, which raises ethical concerns. Thus, approaches
that consider the user, system and interactions collectively; as well
as transparency and control should be considered.
Recently published methods in IR systems [14, 18, 63] have the
potential to address misinformation and/or privacy concerns via
system manipulations and informational cues (e.g. warning lights
about website credibility). Such methods are considered to be a
form of Nudging [49], with approaches that potentially reduce unhealthy dietary choices [14], reduce consumption of low-quality
information [18] and reduce risks around personal privacy [63].
Nutrition literature [34, 43, 54] has provided inspiration for warning light [63] and nutrition label [18] approaches in IR systems,
where such approaches are more specifically defined as educative
nudges [46]. Though Nudging is a term considered by some to be
a buzzword [38] and a method that is perhaps overly used [19],
it is nonetheless effective at producing better outcomes in many
domains [49] including IR [14, 63]. Nonetheless, there are concerns
raised about such approaches [24] that should be considered.
Nudging is predicated on the argument that humans are irrational and we cannot be taught to change our behaviors [19]. Perhaps more concerning are the not yet understood post-intervention
effects [17] when a Nudge is removed from an environment (e.g.
removal of ranking algorithm to more highly rank healthier food
choices in a Search Engine Results Page (SERP)); for we are likely
to return to our former (and riskier) behavior [24]. Thus, Boosting [22–24] is a proposed alternative to Nudging that maintains
freedom of choice and fosters competencies for individuals (e.g.
teaching cognitive rules of thumb that help avoid misinformation
and maintain privacy) in environments in which decisions are made
(e.g. IR search systems).
As economic models of user search behavior demonstrate [5, 6],
there are costs such as time, which are a driver of our behavior
while performing search tasks. Boosting, informed by Herbert Simon’s theory of Bounded Rationality and suggested as a promising
approach to address problems in IR [14], takes into consideration
such economic views. Thus, any features and methods identified for
reduction of risks and uncertainty in existing search environments
should have minimal impact to the economics of the individual (i.e.
they should not have high costs such as time). It is our view that

(a) Bing

(b) Qwant

Figure 1: Top results for the query "Hello World" in two commercial search engines (queries were sent from a computer
in Germany in September 2019). These examples demonstrate how current SERPs assist users to identify websites
that use https protocol (useful for data and privacy protection). Bing displays "https" in the address, unless encryption
is not available in which case "http" is hidden. Qwant displays "www." for non-https websites. URL, title, and snippets
are available for both examples, and both contain a ranked
set of search results. The readability of the snippet for the
Bing result at rank 2 is questionable.

2

BACKGROUND

A primary goal of the current research is determining what (if any)
features of SERPs are effective in helping users to reduce privacy
concerns and increase search result quality. It is a desirable goal
to identify features that are ‘easy-to-use’ for the user. We define
‘easy-to-use’ features as items that already exist in popular search
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engines (e.g. Google) and are likely to be evaluated quickly by a
user.
Learning-to-rank algorithms make use of web page surface features, which provide some insight for ‘easy-to-use’ features. Referring to learning-to-rank features provided by Liu in [33], the
main feature families are based upon the web page URL, title, body,
document as a whole and anchor text. These families are then represented in different manners such as language models and term
counts. These feature families provide useful guidance for identification of ‘easy-to-use’ features.
Within modern SERPs (see examples in Fig. 1), the main families
are search result URL, title, snippet and rank. Referring to Fig. 1a,
the top result (Arduino - HelloWorld) is at rank 1 and the title is
colored blue, URL is green and snippet text is black. Examples of
‘easy-to-use’ a user could evaluate with minimal effort include:

however there are millions of domains, making it difficult to find a
useful rule of thumb (for this reason web domains are not tested
in our research). The ever-growing number of online locations
available in a user’s quest for information is one motivation for
web domain bias [27] (i.e. sticking with websites the user knows).

Readability of the URL. URLs may contain unusual words autogenerated by spam websites.

Top level domain (TLD). Using TLD for correctness of information arguably makes sense when considering some of the associations for websites in medical search. The Mayo Clinic, Wikipedia
and Cochrane Review websites are all ‘.org’. The National Institute
of Health (NIH) and Centers for Disease Control are both ‘.gov’,
where many high quality research findings are published. However,
while it may seem obvious, no analysis has taken place to confirm
that ‘.org’ and ‘.gov’ might be used as a simple heuristic for finding
correct information.
TLDs are also potentially useful as an indicator for privacy impacts such as 3rd party tracking. As demonstrating example, consider the search results returned when running the query "cinnamon
helps blood sugar" in Google coupled with data from a 3rd party
tracking tool to determine the number of trackers5 . In this example, compare the first 2 commercial medical websites webmd.com
(rank 1 with 19 trackers) and medicalnewstoday.com (rank 2 with 21
trackers) with the first 2 non-profit medical websites mayoclinic.org
(rank 4 with 2 trackers) and ncbi.nlm.nih.gov (rank 7 with 2 trackers).
Little literature exists investigating the seemingly simple TLD
feature for possible links to privacy impacts and correctness of
information. One study included analysis of TLD links to privacy
statements [21], finding that many ‘.org’ and ‘.com’ websites do
not contain privacy statements. Another study considered TLD in
models to predict web page spam [47], a study in the space of web
page misinformation classification, for which TLD was a useful
baseline feature. A third, and perhaps most relevant study, looked
at binary occurrence of web page elements (such as javascript) frequently placed by 3rd parties [32], finding that ‘.com’ websites have
the highest Boolean occurrence of such components. Combined together these studies are the most notable investigations into TLDs
for privacy protection and reduced exposure to misinformation.
To our knowledge, no one has considered TLD within the SERP
itself as a possible means for better privacy protection and finding
correct information.

Cue for HTTPS. While it is known HTTPS websites are more
secure than sites with HTTP due to encryption capabilities4 , very
little research exists for other uses of this feature. While "HTTPS"
presence in the URL is a useful predictor of Phishing scams (e.g.
[4]), to our knowledge this is a yet to be investigated with respect
to other privacy impacts or misinformation. HTTP alone should
not be ruled out, as websites using HTTP may contain web pages
not requiring individuals to login, with content that is correct and
relevant to the search task.

Language of the title. Does the title match the language of the
query?
Readability of the snippet. Lower readability of a search result as
an indication that the web page contains incorrect information.
Depth (rank) of result. Encouraging users to consider a broader
rank of results (e.g not just results at rank 1 and 2) may expose
them to more correct information. Some evidence shows that user
interventions for a deeper rank are a helpful method to expose
users to more correct (higher quality) information [37]
While rank would be ‘easy-to-use’, encouraging users towards a
deeper rank won’t necessarily prove fruitful in ensuring privacy
protection nor correct information as the economic costs in search
[5, 6], such as time, will prevent many users from going beyond
the first few results. Another, and quite problematic, reason is that
ranking of results are in constant flux due to the automated nature
of ranking algorithms, e.g. [33], thus it would be risky (and perhaps
dangerous) to suggest to users to make use of such a feature. Thus,
we do not consider ranking in our current study.
Due to the subjective nature of evaluating the language of the
search result snippets and titles, these 2 families of features are
likely to be less ‘easy-to-use’ and therefore not considered in the
current study.
Thus, the focus of the research is with features in the URL family.
However, users are not guaranteed to have a full URL visible for
each result as many search engines truncate the visible URL in the
search result. Unless the user were to spend extra time mousing
over the hyperlink for each result, the user cannot fully assess
the URL (e.g. total number of slashes, length of URL, readability of
URL). Given time is an economic cost of the search process [5, 6, 39],
it is unlikely users would mouse over the hyperlink. Nonetheless,
there are three potentially ‘easy-to-use’ features common to modern
SERPs in the displayed URL: a cue for HTTPS (see Fig. 1), the top
level domain (TLD) of the website and the website domain. Referring
back to the first result in Fig. 1a, the result is an HTTPS web page,
the TLD is ‘.cc’ and the website domain is ‘arduino.cc’.

4 For

instance, individuals should not login to a website with HTTP only as their data
is susceptible to interception by an external party due to lack of encryption.
5 The Ghostery browser plug-in was used for this example https://www.ghostery.com/.

Website domain. The website domain may be an important cue
for correctness of information (and potentially for privacy too),
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Search Results - Correct. The total number of correct search results. A search result was correct if it contained information that
agreed with the correct answer for the search task. A search result
was marked incorrect if it had information that was conflicting
or wrong. As our experiment was an online study with access to
the live web, all websites were annotated after the experiment (see
Section 4.2.4 for annotation methodology).

RESEARCH QUESTIONS

Referring back to the examples in Fig. 1, the TLD is available in
both examples, as well as Google. HTTPS is a visible feature in
Bing and Google, which are by far the most popular global search
engines outside of China. Thus, our research question is: "For search
tasks, are HTTPS and TLD surface features indicative of A) personal
privacy impacts B) quality of information and C) a predictor for both
A and B?" as a basis for four hypotheses (H1 - H4).
Typically .com websites are linked to commercial organizations
and .org and .gov websites are linked to non-commercial organizations [44]6 . The .net TLD is often used and frequently associated
with commercial companies as well [25]. 3rd party trackers are
used for targeted advertising (a source of revenue) [35, 61], and
many commercial websites (e.g. Google) have a strong profit motive to collect a searcher’s personal data [64]. We hypothesise the
websites of commercial organizations (those with .com and .net) are
more likely than the websites of non-commercial organizations (.org
and .gov) to make use of 3rd party tracking, given the potential for
increased revenue source (H1). Therefore commercial TLDs will be
an indicator for websites to avoid when the user has a personal
goal of protecting their privacy. In addition, as it is known that
HTTPS is more secure than HTTP, we hypothesise greater privacy
impacts (as measured by existence of 3rd party tracking) for HTTP
than HTTPS (H2).
Previous research indicates high quality scientific articles are
more strongly associated with correct information [37]. In previously published annotations (corpora) with web pages for medical
search tasks [40, 63], we observe that many scientific articles are
associated with .org and .gov TLDs. Thus, we hypothesize that .org
and .gov TLDs will be the TLDs most strongly associated with correct
information for a given search task (H3).
Given that .org and .gov TLDs are likely non-commercial TLDs,
we hypothesize this feature to be a predictor of both privacy and
correctness of information simultaneously (H4).

4

4.1.2 Website Privacy. The number of 3rd party trackers linked
to search results are used as an indicator for privacy risk, as was
suggested by Zimmerman et al. [62, 63]. Additionally, two categorical variables are derived based upon the quartile values of 3rd
party privacy trackers in results visited by users, providing a total
of three privacy measures used in the analysis. Further details of
how the tracker data was collected and used in the experiment are
covered in Sections 4.2.2 and 4.2.3.
Number of Trackers. The total number of trackers associated
with a search result.
Highest privacy. Based on the number of privacy trackers for all
websites visited in the experiment. We define websites with the
Highest privacy as those with the number of 3rd party trackers
in the lowest quartile of trackers for all results visited within the
experiment.
Good privacy. Calculated in a similar manner as Highest privacy,
search results with Good privacy are defined as those with the
number of 3rd party trackers in the lower median of trackers. This
classification is applied to the same dataset used for the Highest
privacy category as well, thus a website in the lowest quartile can
be classified as Highest privacy and Good privacy, however a website
with number of trackers between the median and lowest quartile
would only be classified as Good privacy.

4.2

Similar procedures to previous studies [40, 62, 63] which utilized
medical search tasks based on findings of Cochrane systematic
medical reviews are used. In these studies, participants completed
10 medical search tasks. Participants (N = 90) were recruited from
a university research participant pool of approximately 4000 individuals at a university approaching 16,000 students in total. Like
previous studies, participants encountered a set of experimental
SERPs in the search tasks. A within-group Graeco-latin design was
used to ensure balance of search tasks and SERPs, where 5 SERP
variants were each associated with 2 search tasks. We make use
of the experimental SERPs and code7 provided by [63], which presented different strategies to address privacy in search. We modify
the SERPs for our experiment, in that users could perform queries
on the live web via the Bing API. User interactions within the SERP
were collected for analysis (see Sections 4.2.4 and 5).

METHODS

To test our hypotheses, we analyze web pages visited during interactions in a SERP for a set of search tasks as well as a broader set
of websites popular across the Internet. We considered usage of a
synthetic set of queries and results for our analysis, however we
opted for analyzing web pages visited during interactions, as the
data was in our view, more naturalistic.

4.1

Procedures

Measures

Four measures were used as dependent variables (DV). One metric
is used to represent correctness of the search result (and associated
web page), and three metrics are used for privacy.
4.1.1 Web Page Misinformation. The search tasks used for our
experiment were originally developed to better understand the
interactions of search system bias, user bias and the interplay of
misinformation [40]. In previous studies using these search tasks
[40, 63], each web page was annotated as containing correct or
incorrect information pertinent to the related search task.

4.2.1 Search Tasks. Ten medical search tasks were used in our
experiment, taken directly from the tasks outlined in Pogacar et al.
[40], and based upon Cochrane systematic medical reviews. The
medical reviews are used to determine the correct answer to each
medical search task. For example one question was: "Does cinnamon

6 The

.org TLD was originally intended for non-profits only, however this is no longer
a requirement. The .gov TLD is enforced and organizations must also be part of a
government.

7 Code
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help diabetes?" Cochrane medical reviews determine if a medical
treatment was helpful or not helpful for a given health issue based on
research evidence, and assigned inconclusive if not enough evidence
was found. Participants had to decide if the medical treatment was
helpful, not helpful or inconclusive based on the web pages visited
during the experiment. The search task set includes 5 helpful and
5 not helpful Cochrane findings. Pogacar et al. [40] selected the
tasks based on a subjective likelihood of being interesting tasks
for a participant sample composed heavily of students; while the
selection of tasks in this manner is potentially biased, a broader
set of search tasks is certainly a consideration (see Section 6 for
considerations of future work).

experiment did not annotate web pages. Instead two post-graduate
students with previous annotation experience were hired.
The annotators classified each web page / search task pair (3 of
the 523 unique web pages were linked to multiple tasks, for a total
of 526 web page / search task pairs) visited for each search task as
correct or incorrect. Initially, each annotator independently assessed
all 526 pairs, then both annotators discussed any disagreements to
converge on a final annotation of the web page / search task pair.
4.2.5 Statistical Analyses. The independent variables (IV) in Table
1 were used for all analyses. Independent t-tests were used to test
the effects of IVs on the number of 3rd party trackers, with Cohen’s
d used as a measure of effect size. Logistic regression was used
to test the effects of IVs as a predictor of categorical dependent
variables (DV) outlined in Table 2.

4.2.2 Search Engine Results Page (SERP). The same experimental
SERPs introduced by Zimmerman et al. [63] are used for the collection of results visited by users. The SERPs were modified to provide
a query bar to users, which was connected to the Microsoft Azure
Bing API. All queries sent to the Bing API were localized to the
United Kingdom, where the experiments were performed. The Bing
API allows a maximum number of 50 results in the query response
and the maximum number was included as a parameter in the API
requests.
Also relevant to this experiment was the URL string provided
by the Bing API was used. Thus, users would have seen the same
URL HTTPS string formatting as in Fig. 1a.

Table 1: Independent Variables (IV) - We test four different
input variables, three based on the Top Level Domain (TLD)
of the website domain and one on the availability of HTTPS
encryption. We make the assumption that all .org and .gov
websites are linked to not-for-profit organizations and that
all .com and .net websites are linked to organizations having
profit motives. Any remaining TLDs are placed in a catchall Other category. For a full breakdown of websites and domains encountered for the TLDs, see Table 3.
.

4.2.3 Website Privacy. Previous work uses 3rd party trackers as a
proxy for privacy impacts [62, 63] and a similar approach was used
here (i.e. manual collection with the Ghostery tracking tool).
Additionally, we sought a larger 3rd party data set from an external source. To attain additional 3rd party tracking data, we contacted
the authors of the website WhoTracks.me8 [30] who publish 3rd
party tracking statistics, collected via Ghostery, for approximately
5000 of the most popular websites on the web each month. The
authors of WhoTracks.me provided us with data for the 10,000 most
popular websites to use for our experiment9 .
In the experiment, 523 unique web pages were visited by participants, for which tracking data was linked to various sources.
In instances where available, 3rd party tracking data published
by WhoTracks.me [30] was linked to 29.3% of the web pages. In
instances where a link was not found in the WhoTracks.me dataset,
the data published by [63] was used (linked to 31.2% of web pages).
For web pages (39.5%) in which no links could be made to either
dataset mentioned, 3rd party tracking data was collected after all
subjects completed the experiment. For consistency, the Ghostery
tracking tool was used to collect 3rd party data in the same manner
as [63]10 .

SERP Surface Feature (IV)

Definition

Non-Profit

TLD is .org or .gov

Commercial

TLD is .com or .net

Other

All other TLDs (e.g. .uk, .de)

HTTPS

HTTPS in Web page URL

Table 2: Dependent Variables (DV) which are categorical in
nature and are assumed to be desirable user goals in a search
task. That is, for some (if not all) users, it is desirable to maintain the highest privacy possible and/or find correct information when performing a search task online. These variables are used in the analysis covered in Section 5.3.

4.2.4 Assessing Web Page Correctness. Definitions for correctness
of a website were the same as previous work [40, 63], however
annotations were performed in a different manner. First, all annotations of search results visited were completed post-hoc, which was
necessary as the experiment was performed online with access to
the live web. Second, contrary to past work [40, 63], authors of this
8 https://whotracks.me/
9 WhoTracks.me

is a joint effort by Ghostery and Cliqz
to the data provided by WhoTracks.me, the tracking data we collected with
Ghostery and the website annotations (covered in Section 4.2.4) in our experiment are
available at https://www.hrbdt.ac.uk/wp-content/uploads/2015/12/README.pdf.

10 Links
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User Search Goal (DV)

Definition

Highest Privacy

# of 3rd Party Trackers in
Lowest Quartile

Good Privacy

# of 3rd Party Trackers in
Lower Median

Correct Information

Web page Information Correct for Search Task

Correct and Highest Privacy

Web page Correct and
Trackers in Lowest Quartile

Correct and Good Privacy

Web page Correct and
Trackers in Lower Median
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3rd party trackers compared to domains without Non-profit TLDs
(n = 216, M = 6.63, SD = 5.13), and again find significant differences with a positive effect t(108.36) = −3.67, p = .0004, d = 0.5.
Similarly, the analysis of the 10,000 WhoTracks.me domains with
Non-profit TLDs (n = 409, M = 5.43, SD = 4.47) compared to
domains without Non-profit TLDs (n = 9591, M = 8.73, SD =
5.68); a significant positive effect is found t(466.02) = −14.43, p <
.0001, d = 0.64.

RESULTS

We performed analyses to determine the effects of the surface features (Table 1) on the total number of 3rd party trackers, and the
effects on the categorical dependent variables in Table 2. Section
5.2 provides results relevant to hypotheses H1 and H2, Section 5.3
provides results relevant to all hypotheses H1 - H4. As some of the
analysis is underpinned by annotations of the web pages, we begin
with an evaluation of the annotations produced for correctness of
information within the web pages.

5.1

5.2.2 Commercial TLDs. Commercial TLDs, those ending with
.com or .net, are also found to be predictive indicators of privacy
impacts. Contrary to Non-profit TLDs, Commercial TLDs produce
a negative effect on privacy. That is, visiting a website ending in
.com or .net results in a higher number of 3rd party trackers being
encountered over visits to TLDs not defined as Commercial.
For web pages visited during the experiment, web pages with
TLDs that are Commercial TLDs (n = 255, M = 7.72, SD = 5.18)
contain significantly more trackers compared to remaining web
page TLDs (n = 268, M = 4.40, SD = 4.21); with a negative effect
t(489.54) = 8.01, p < .0001, d = −0.70. Domains with Commercial
TLDs (n = 149, M = 4.49, SD = 3.28) also have more trackers
compared to domains without Commercial TLDs (n = 116, M =
5.37, SD = 4.54), and found to have a significant negative effect
t(258.05) = 2.59, p = .0102, d = −0.32. The top 10,000 domains
provided by WhoTracks.me have a small negative effect for number
of trackers connected to domains with Commercial TLDs (n =
5299, M = 8.92, SD = 5.90) versus domains that are not Commercial
TLDs (n = 4701, M = 8.22, SD = 5.37) with t(9992.01) = 6.21, p <
.0001, d = −0.12.

Web Page Annotations

Of the entire annotation set of 526 web page / search task pairs, 46
overlapped with annotations previously published [40, 63]. Cohen’s
κ is used as a reliability measures of annotations along with the
interpretations provided by [36]. Annotator 1 had moderate reliability of κ = 0.78, (p < .001), with previous annotations [40, 63].
Annotator 2 had moderate reliability of κ = 0.67, (p < .001) , with
previous annotations [40, 63]. Annotator 1 had weak reliability of
κ = 0.50, (p < .001) with annotator 2. After discussing disagreements and producing final consensus, both annotators had perfect
reliability of κ = 1.00, (p < .001) with the 46 previously published
annotations [40, 63], demonstrating the effectiveness of our annotation approach.
Of the 483 remaining annotations (web page / search task pairs)
not included in sets by [40, 63], annotator 1 had moderate reliability of κ = 0.67, (p < .001) with annotator 2; for which both
annotators jointly resolved any conflicts after completing their independent assessments. In total, 526 webpage / search task pairs
were annotated11 .

5.2

Effects on Number of Trackers (H1 & H2)

5.2.3 Other TLDs. Analysis using Other TLDs (see definition in
Table 1) was performed in the same manner as Non-Profit and
Commercial TLDs. Of web pages visited in the experiment, 122 of
523 were classed as Other and for the domains in the experiment,
67 of 265 were of this class as well (see full breakdown of all TLDs
in Table 3) . For the WhoTracks.me domains, 4,292 of the 10,000
were defined as Other; with over 200 additional unique TLDs in the
WhoTracks.me website data it was not possible to include these in
Table 3. In all cases, no significant differences were found, and for
space purposes the results of t-tests are excluded.

Welch’s two-sided independent t-test was used to determine the
effects on the total number of 3rd party trackers encountered for
each surface feature. We also calculate Cohen’s d as a measure of
effect size. For comparison’s sake, analysis at the domain level of
web pages visited was also performed (523 distinct web pages were
visited in the experiment, of which there were 265 distinct web
domains). Also included in the analyses are t-tests for the 10,000
most popular web sites provided by WhoTracks.me.
5.2.1 Non-Profit TLDs. Non-profit TLDs (i.e. web pages and domains ending in .org or .gov) are found to be a very strong predictor
of the number of 3rd party trackers encountered compared with
remaining TLDs. This finding is true for the web pages collected in
our experiment as well as domain level and 10,000 WhoTracks.me
website dataset.
For the web pages visited in our experiment, we find the total number of 3rd party trackers linked to web pages with Nonprofit TLDs (n = 146, M = 3.09, SD = 2.68) are significantly
different compared to web pages without Non-profit TLDs (n =
377, M = 7.16, SD = 5.21), with a large positive effect t(481.68) =
−11.68, p =< .0001, d = 0.98. Using only the web domains for the
web pages visited in our experiment, domains with Non-profit TLDs
(n = 49, M = 4.49, SD = 3.28) are also linked to a lower number of

5.2.4 HTTPS. Analysis of the HTTPS surface feature indicates web
pages with HTTPS have a significantly higher number of trackers
(n = 493, M = 6.15, SD = 5.00) compared to web pages without
HTTPS (n = 30, M = 3.83, SD = 4.36), with a negative effect
t(33.8) = 2.8, p = .0083, d = −0.49. Similar findings occur at the domain level, for domains with HTTPS (n = 238, M = 6.55, SD = 4.92)
compared to domains without HTTPS (n = 27, M = 3.48, SD =
3.91) resulting in a significant negative effect t(36.05) = 3.76, p =
.0006, d = −0.69. Finally, analysis of HTTPS presence with the
10,000 websites provided by WhoTracks.me could not be performed
as the information was not available. It is notable the number of
web pages with and without HTTPS is highly imbalanced, due
to the low numbers of websites that still use HTTP only and the
manner in which HTTP and HTTPS are handled in the SERP (see
Fig. 1).

11 Annotations

are available via links provided in https://www.hrbdt.ac.uk/wpcontent/uploads/2015/12/README.pdf.
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Table 3: Breakdown (by TLD Type and TLD) of total unique
web pages (523) and total unique domains (265) visited by
participants in our experiment. There is a particularly high
number of uk TLDs, likely due to localization in the Bing
API settings.
TLD Type
Non-Profit
Commercial

Other

5.3

TLD
gov
org
com
net
au
ca
edu
ie
info
int
scot
uk

Webpages
68
78
233
22
8
3
1
5
3
1
2
99

requiring login credentials) should be avoided, as they come with
privacy risks due to their lack of encryption.

6

DISCUSSION

Our experiments demonstrate how two ‘easy-to-use’ elements common in search environments are useful in differentiating information that is high quality (correct) from low quality (incorrect) as
well as information that is more or less impactful to one’s privacy.
While seemingly obvious that TLDs, such as .org and .gov, are
indicative of search results with higher quality information and / or
web pages which are more or less privacy impactful, to our knowledge, no one has performed analysis of this type. Our empirical
evidence provided in Section 5 is therefore a benchmark for future
research.
Another contribution is an additional 483 annotations of web
pages for the search tasks introduced by [40]. Combining these
data with the annotations in previous work [40, 63], brings the total
annotations for these search tasks to over 700.
Additionally, TLDs treated as Non-Profit TLDs are found to be
a very promising feature (as indicated by the results in Section
5) to assist users in finding information that is more likely to be
correct and furthermore likely to protect personal privacy. Findings
for TLDs treated as Commercial are congruent with our hypotheses about privacy impacts, that is for users visiting search results
with these TLDs, their privacy is more likely to be reduced. It is a
promising finding with respect to information quality for Commercial TLDs, that visiting search results from commercial websites
with these TLDs does not significantly increase your likelihood of
encountering incorrect information. In summary, these findings
strongly suggest that users should stick to search results with .org
and .gov in the URL, for search tasks in the area of medical search
(as that was the focus of our study).
We suggest that TLD is an ‘easy-to-use’ feature that is not only
simple to evaluate, but also can be evaluated quickly, two important
factors when taking into consideration the economic factors of
search [5, 6], and thus are a pathway for future work. For instance,
user studies that consider approaches such as Nudging or Boosting
(as outlined in Section 1.2) should consider TLD as a useful feature
to compare both approaches. In the case of Nudging, the search
system might be altered in a manner that increases the likelihood
of encountering Non-profit TLDs. In the case of Boosting, a search
system could highlight and explain to a user how they can alter
their search behavior (based on TLDs) to increase the likelihood
of finding correct information, ultimately teaching the user how
to better navigate search environments. The findings may also be
useful as additional features for algorithms, such as learning-torank and those used for recommender systems.

Domains
11
38
139
10
6
3
1
4
2
1
2
48

Effects on User Search Goals (H1 - H4)

Logistic regression was used for the analyses of the five categorical
user search goals outlined in Table 2, with full details included
in Table 4. Contingency table values for the different classes are
provided in Table 5.
For all five user search goals, it is found that Non-Profit TLDs are
the most likely search results to provide highest privacy and correct
information. Thus, for users with the goal of maintaining Highest
Privacy, Good Privacy and/or the goal of finding correct information,
results suggest they should always stick with Non-Profit websites.
We find no statistical evidence suggesting the information associated with Commercial TLDs is more or less correct than information
with non Commercial TLDs. Therefore we cannot conclude a user
is worse off visiting .com and .net websites versus other websites.
However, the results strongly indicate Commercial websites should
be avoided by users concerned about privacy during their search
tasks.
Search results linked to Other TLDs visited by users in our study
are significantly more likely to contain incorrect information compared to TLDs not defined as Other, suggesting users (with the
goal of finding correct information) should stick to search results
with Non-Profit and Commercial TLDs. The same findings are also
true for users with the goal of maintaining Highest Privacy in their
search task; with non-significant findings for Good Privacy.
Also included in Table 4 is the analysis for websites using HTTPS.
Although encryption of websites with HTTPS is more secure than
HTTP, counter-intuitively search results with HTTP visited by
users are more likely to offer privacy protection (based on privacy definitions in Section 4.1.2 and Table 2). We also perform
exploratory analysis on links to correctness of information. Interestingly, though significance is not found with α = .05, results
suggest that correct information is more strongly associated with
HTTPS than HTTP websites. Also noted is the skewed sample of
search results visited with HTTP (N = 30), compared to those with
HTTPS (N = 493). Regardless of the findings around the HTTP
feature, we suggest that search results with HTTP (especially those

6.1

Limitations

Our experimental findings demonstrate a pathway for increased
likelihood of finding correct information but are not a guarantee,
as demonstrated in recent findings regarding user trust of website TLDs [8]. Furthermore, the results are only for 10 search tasks
within the search domain of medicine. There are many other search
domains beyond medicine (e.g. search for financial advice) with
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Table 4: Logistic Regression - TLD Type (IV) on User Search Goal (DV). We consider the three TLD types (Commercial, NonProfit and Other) and HTTPS as defined in Table 1 as input variables. Five user search goals (outlined in Table 2) act as the
dependent variable for each model. Odds ratios are provided as a signal for effects of the IV on the DV. A significantly positive
odds ratio (OR) is indicated by + , where as − indicates a significantly negative odds ratio to achieve the desired goal. As an
example to interpret the results, consider the Highest Privacy goal, where the odds ratio is found to be significantly positive
for Non-Profit TLDs and significantly negative for both Commercial and Other TLDs; therefore, if Highest Privacy is the goal
in your search task, you should visit Non-Profit websites and should avoid Commercial and Other websites.
IV (Surface Feature)

DV (Search Goal)

Coe f .

S.E.

Wald (Z )

PR (> |Z |)

OR
+ 9.33

Non-Profit
Commercial
Other

Highest Privacy
Highest Privacy
Highest Privacy

2.2328
−1.3982
−0.9971

0.2254
0.2226
0.2828

9.90
−6.28
−3.53

< .0001
< .0001
.0004

Non-Profit
Commerical
Other

Good Privacy
Good Privacy
Good Privacy

1.9144
−1.6917
0.3192

0.2351
0.1903
0.2068

8.14
−8.89
1.54

< .0001
< .0001
.1227

+ 6.78

+ 2.05

− 0.25

− 0.37

− 0.18

1.38

Non-Profit
Commercial
Other

Correct Information
Correct Information
Correct Information

0.7195
0.0256
−0.8216

0.2029
0.1751
0.2104

3.55
0.15
−3.91

.0004
.8838
< .0001

Non-Profit
Commercial
Other

Correct and Highest Privacy
Correct and Highest Privacy
Correct and Highest Privacy

2.0935
−1.5228
−0.9913

0.2808
0.3127
0.3904

7.45
−4.87
−2.54

< .0001
< .0001
.0111

Non-Profit
Commercial
Other

Correct and Good Privacy
Correct and Good Privacy
Correct and Good Privacy

1.6617
−1.2374
−0.4001

0.2146
0.2160
0.2468

7.74
−5.73
−1.62

< .0001
< .0001
.1050

+ 5.27

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

Highest Privacy
Good Privacy
Correct Information
Correct and Highest Privacy
Correct and Good Privacy

−1.1122
−1.4472
0.757
0.3576
−0.3420

0.3798
0.4652
0.3895
0.6224
0.4005

−2.93
−3.11
1.94
0.57
−0.85

.0034
.0019
.0519
.5656
.3932

−0.33
−0.24
+2.13
1.43
0.71

potential for very harmful search outcomes that should be investigated. We also only consider search tasks that are fact-based in
nature, and have a clear answer. There are many different search
tasks, task types and user search intents that come into play in
the online environment. Search tasks such as those published by
Wildemuth et al. [59] provide a set of other tasks to consider in
future work.
We have made the assumption that 3rd party trackers are a
good proxy for privacy impacts for websites visited by users during
the search process. There are other potentially nefarious privacy
impacts not considered in the experiment (e.g. 1st party cookies,
web beacons, browser finger printing, location data), for which
3rd party tracking is assumed to be strongly linked, however no
analysis has been performed to confirm this. However, the process
to test such a link may prove difficult, as it is not yet established
what elements of a website are more or less impactful to one’s own
privacy. For future work, using a privacy statement corpus (e.g.
[60]) is a suggested starting point to confirm or reject such a link.
With respect to the tools used for 3rd party trackers in our
experiment, we utilized WhoTracks.me [30] 3rd party data for our
analysis. This choice was made due to the willingness of the authors
to provide data to academic researchers. We recognize that there
are other tools for 3rd party tracking, such as Privacy Badger, that

1.03

− 0.44

+ 8.11
− 0.22

− 0.37

− 0.29

0.67

might also be used. Analysis comparing the two might be one future
area for exploration.
We also assume that 3rd party trackers for each search result and
web page are independent of one another, which is not always the
case as demonstrated by [30, 61]. There are multiple organizations
(e.g. Google and Facebook) which have cross-platform trackers that
are far-reaching, and thus not necessarily independent. A future
study might consider these links, and we note that WhoTracks.me
also provides the tracking company (e.g. Google Analytics) information which could be leveraged for users wanting to prevent
companies from tracking their search behavior across platforms.
Our experimental setup did not consider search results not visited
by users. A future study might annotate all of the search results
not visited by users in the experiment.
Finally, we did not consider further breakdowns of the TLDs in
Table 3. For instance, the ’.uk’ TLD could be broken down further
into sub-domains and linked to equivalent definitions in Table 1, as
websites hosted in the United Kingdom sometimes end in ’.co.uk’
or ’org.uk’ which are analogous to ’.com’ and ’.org’, respectively.

6.2

Conclusions

We expose ourselves to risks that we may not be aware of throughout the online search process. Ranking algorithms and personal
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Table 5: Contingency Tables - Values here provide a breakdown of each IV and DV. The total number of web pages is 523 for
the first 2 search goals (highest and good privacy). Due to 3 webpages being associated with multiple search tasks, 526 total
webpages are associated with the 3 remaining search goals (Correct Information, Correct and Highest Privacy & Correct and
Good Privacy). The (+) is used to indicate true and the (−) is used to indicate false. For example, for 86 of 523 webpages, it is
true that the IV is Non-Profit and DV is Highest Privacy.
IV (Surface Feature)

DV (Search Goal)

IV(+) DV(+)

IV(+) DV(−)

IV(−) DV(+)

IV(−) DV(−)

Total

Non-Profit
Commercial
Other

Highest Privacy
Highest Privacy
Highest Privacy

86
34
17

60
221
105

51
103
120

326
165
281

523
523
523

Non-Profit
Commercial
Other

Good Privacy
Good Privacy
Good Privacy

118
76
69

28
179
53

145
187
194

232
81
207

523
523
523

Non-Profit
Commercial
Other

Correct Information
Correct Information
Correct Information

98
139
48

49
116
76

187
146
237

192
125
165

526
526
526

Non-Profit
Commercial
Other

Correct and Highest Privacy
Correct and Highest Privacy
Correct and Highest Privacy

49
14
8

98
241
116

22
57
63

357
214
339

526
526
526

Non-Profit
Commercial
Other

Correct and Good Privacy
Correct and Good Privacy
Correct and Good Privacy

76
38
26

71
217
98

64
102
114

315
169
288

526
526
526

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

Highest Privacy
Good Privacy
Correct Information
Correct and Highest Privacy
Correct and Good Privacy

122
239
274
68
130

371
254
222
428
366

15
24
11
3
10

15
6
19
27
20

523
523
526
526
526

experience may reduce these risks, however many risks still exist
due to the current landscape of the search environment. Searching
for information is perhaps analogous to the process of searching
for food. Unlike spoiled food, search results and websites presently
do not give off smells, or turn brown, when they contain wrong
information or take personal (potentially private) information.
Our findings on the analysis of 523 unique web pages visited in
a user study indicate that sticking with .gov and .org TLDs is the
best option when users care about privacy and correct information.
Commercial websites with .com and .net TLDs are important indicators when a user is concerned about correct information, but
not their privacy. We suggest that our findings regarding the TLD
features as predictors of correct and more privacy protective search
results, are not only a benchmark for future researchers but more
importantly will be useful in assisting individuals interested in
strategies that help them find correct information more efficiently
while simultaneously maintaining their privacy. These features
might also be leveraged by designers of IR systems.
Assuming our findings around the simple features are consistent
predictors of reduced privacy impacts and higher quality information, we believe the TLD predictors coupled with appropriate
methods, will foster opportunities for individuals to better navigate a somewhat risky and uncertain IR environment. Methods

introduced in Section 1.2, including Nudging, Boosting and learningto-rank, are just some approaches with potential to exploit these
features.

6.3

Future Work

The web pages and interactions captured for our analysis will be
further analyzed to provide additional insight into how individuals
interact with search engines and SERPs designed to protect and
individuals privacy. More broadly, the findings of our work will
likely provide guidance and understanding of cognitive approaches
such as Boosting.
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